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Typical Software Release Process

Idea Requirements Test it Build & Package

Initial Launch

Code it Deploy it Operate & Monitor
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Infrastructure as Code (IaC): The Need for “Shift Left” 
Cloud Security
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Cloud Security 
Posture Management

Monitor posture, 
detect and respond to 

threats, maintain 
compliance

Cloud Workload 
Protection

Secure hosts, 
containers, and 

serverless across the 
application cycle

Cloud Network
Security

Monitor and secure 
cloud networks, 

enforce 
microsegmentation

Cloud Infrastructure 
Entitlement Management

Enforce permissions 
and secure identities 
across workloads and 

clouds

DevSecOps

Integrate and perform 
infrastructure and 

application security in 
the CI/CD pipeline

Identity-Based 
MicrosegmentationVisibility, Compliance & Governance

Threat Detection

Data Security

Host Security

Container Security

Serverless Security

Web Application & API Security

IAM SecurityIaC Security

Prisma Cloud: Comprehensive Cloud Native Security Platform (CNSP)



Capabilities



Shift Left Security



Full Lifecycle Security for Cloud Native Applications

Complete visibility 
and governance 

with total 
protection across 

the entire 
stack, 

anywhere

Implement security 
checks into CD 
workflows and 

registries to prevent
insecure deployments

Vulnerability 
and Infrastructure as 
Code (IaC)  scanning 

integrated across 
IDE, SCM, and 

CI tools

BUILD DEPLOY RUN

PRISMA CLOUD
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Minimal 
security alerts post-

deployment

Security

Runtime

Developers DevOps

Build Deploy

Bridgecrew Pioneered Developer-First Approach to 
Secure IaC

1
secure

IaC template

100s
of deployed

secure workloads 

Approach to developer-focused cloud security

● Detect infrastructure security issues during development process

● Prevention in every commit, pull request & build job using policy as code

Focus on critical threats



IAC Scanning 
Scanning and control over CloudFormation 
templates, Terraform templates, and 
Kubernetes deployment yaml files

Integrated with SCM, IDE, and CI tools

Build policies in Prisma Cloud Console 
centralize IAC governance 

Automation Visibility    Prevention
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BUILD

Integrations with SCM, IDE, and CI tools:



Scan local files and directories from the command line

● Scan IaC files and 
directories for 
misconfigurations pre-
commit with Checkov to 
address errors before 
they’re integrated into 
shared repositories.



IDE feedback and fixes

● Enforce guardrails as 
you code with 
Bridgecrew’s IDE 
extensions 

● Inline insights and fixes



Git Repo Vulnerability 
Management
Scan Node, Java, and Python libraries on 
GitHub on commit or at regular time intervals

Identify Vulnerabilities and Risk Factors, 
integrated with Host, Container, and 
Serverless capabilities

Automation Visibility    Prevention
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BUILD

Integrations with git repos:



Image and Function Scanning
Vulnerability and compliance scanning for 
container images and serverless zips

Support for developer desktops or CI 
workflows

Enforce pass / fail status, with centralized 
policy management, for full control over all 
builds

Automation Visibility    Prevention
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Integrations with CI tools:

BUILD



CD Security 
Continuously monitor container registries 
and serverless repos

Set granular deployment rules to alert on or 
prevent vulnerability and compliance issues

Leverage powerful cloud native technologies, 
like Open Policy Agent integration

Automation Visibility    Prevention
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DEPLOY

Integrations with notable registries:



Runtime Visibility 
Prioritize risk and compliance with Top 10 
lists, including Vendor Fix information, Risk 
Trees, Risk Profiles, and more

Integrate with common alerting, issue 
tracking, and remediation platforms

Automation Visibility    Prevention
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Integrations with Third-Party tools:

RUN



Visibility, Compliance 
and Governance



Compliance Management
Continuous compliance posture monitoring 
and 1-click reporting 

Comprehensive coverage (CIS, GDPR, HIPAA, 
ISO-27001, NIST-800, PCI-DSS, SOC 2, etc.) 
and support for custom reporting

Easily investigate and auto-remediate 
compliance violations

Automation Visibility    Prevention
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Network Resource Query 
Language (RQL) 
Gain security and operational insights about 
your deployments in public cloud 
environments. 

Perform configuration checks on resources 
and query network events across different 
cloud platforms. 

Turn queries into custom cloud agnostic 
policies and define remediation steps and 
compliance implications.
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Automated Remediation
Automatically resolve policy violations, such 
as misconfigured security groups within the 
Prisma Cloud console 

Send alert notification to 14 third-party tools 
including email, Lambda, Security Hub, 
PagerDuty, ServiceNow or Slack

Integrate with SOAR tools including Cortex 
XSOAR for multi-step remediation 
playbooks
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Workload Protection



Vulnerability Management
Industry leading precision across hosts, 
images, containers, and serverless 
functions 

Automated prioritization of vulnerabilities 
based on your unique environment 

Prevent running vulnerable software 
across your environment
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VM Image Scanning
Scan your images that are in your 
CSP accounts, including private 
Images or selected 
public/community images your 
application teams use

Integrate twistcli to scan for VM 
image vulnerabilities or compliance 
issues on developer desktop or in 
your CI/CD pipelines
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Web Application and API 
Security
Auto-discover unprotected web apps and 
APIs

OWASP Top 10 security, API Protection, 
File Upload Protection, Location-based 
Access Control and more; all integrated with 
our Cloud Workload Protection capabilities

Fully-configurable protection for each 
application

Ability to inspect and protect east-west API 
traffic within cloud-native clusters
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Access Control
Central monitoring of docker, sshd, and 
sudo events 

Secrets management integrated with all 
popular providers 

Real-time stream processing of 
Kubernetes AuditSink and security with 
Open Policy Agent (OPA)

Automation Visibility    Prevention
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Auto-Discovery and 
Defense
Discover virtual machines/instances 
in your cloud accounts and 
automatically protect.

Gain visibility into all your assets 
enable granular controls to deploy 
agents which enable full security 
across virtual machines in AWS, 
Google Cloud, and Azure VMs
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Network Visibility
Real-time mapping of host network 
traffic flows

See vulnerability, compliance, and 
runtime status with a single-click 
from Radar
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Threat Detection



Network Anomaly Detection
Over 500B+ flow logs ingested weekly to 
pinpoint unusual network activities 

Classify and view detailed information on 
suspicious IPs and investigate affected 
resources with powerful visualizations

Detect port scan or port sweep activities 
that probe a server or host for open ports
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Network Data Exfiltration 
Activity Detection
Use unsupervised ML to learn normal traffic 
pattern of each VM

Identify combination of anomalous egress 
activity & traffic to known TOR exit nodes

Detect data exfiltration

Automation Visibility    Prevention



True Internet Exposure
Multi-dimensional approach to identifying 
overly exposed resources and provides end-
to-end network path visibility from ANY 
source to ANY destination

Correlates multiple data points, including 
routing table configurations, to determine 
true network reachability

Vastly reduces alert fatigue by delivering high 
fidelity alerts and help customers to take 
meaningful action

Automation Visibility    Prevention



Identity-Based Micro 
Segmentation

Micro Segmentation for hosts and containers in any cloud



What happens when a breach occurs?

Without Identity-Based 
Microsegmentation

Identity-Based 
Microsegmentation



Network Segmentation is Insufficient
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SUBNE
T SUBNET SUBNET SUBNET

VxLAN VxLAN VxLAN

What the network delivers What security needs

Private Cloud

Public Cloud

Payment

Shopping Cart

ERP

Point-of-sale

Point-of-sale Payment app Shopping Cart ERP AppApplications:



How Customers Use Identity-Based Micro Segmentation

Zero Trust
Segmentation

―――――

Segment critical 
applications for 
protection and 

compliance

Secure Hybrid 
and Multi-Cloud

―――――

Protect cloud 
migrations, new clouds, 

and multi-cloud with 
consolidated network 

security 

Application Flow 
Visibility 

―――――

See how applications 
communicate

Automate NetSec 
Workflows

―――――

Protect new 
applications without 
hindering developer 

workflows

Secure Hosts and 
Containers

―――――

Unify host and 
container network 

security with a single 
platform
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