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Typical Software Release Process
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What is DevOps?
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What is DevSecOps?
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DevOps Pipeline
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Infrastructure as Code (laC): The Need for “Shift Left”
Cloud Security

1 100s 1,000s
misconfigured of bad of security alerts
laC template deployments
o
O O O
Build Deploy
Developers DevOps Security
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a\w/&; A Azure O Google Cloud
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DevSecOps Pipeline
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Prisma Cloud: Comprehensive Cloud Native Security Platform (CNSP)

DevSecOps

Integrate and perform
infrastructure and
application security in
the CI/CD pipeline

laC Security

Cloud Security
Posture Management

Monitor posture,
detect and respond to
threats, maintain
compliance

Visibility, Compliance & Governance

Threat Detection

Data Security

Cloud Workload
Protection

Secure hosts,
containers, and
serverless across the
application cycle

Host Security

Container Security

Serverless Security

Web Application & API Security
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Cloud Network
Security

Monitor and secure
cloud networks,
enforce
microsegmentation

Identity-Based
Microsegmentation

Cloud Infrastructure
Entitlement Management

Enforce permissions

and secure identities

across workloads and
clouds

IAM Security




Capabilities
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Shift Left Security



Full Lifecycle Security for Cloud Native Applications

BUILD » DEPLOY » RUN
W m
n g u Hasﬁlirp QEI E
PRISMA CLOUD

Complete visibility
and governance
with total
protection across

Vulnerability .
and Infrastructure as Implement security
Code (laC) scanning checks into CD

integrated across workflows and

IDE. SCM. and registries to prevent the entire
&:| too’Is insecure deployments stack,
anywhere

-

vim . w ORACLE - = ’E
Wa re a\/sy A AZ ure Cloud Infrastructure Alibga?mud docker
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Bridgecrew Pioneered Developer-First Approach to
Secure lIaC

bridgecrew L.
1 100s Minimal
secure of deployed security alerts post-
laC template secure workloads deployment
l = : I = : I = :
Build Deploy
Developers DevOps Security
< — O
m
1077 O U O Qo Qo Q Q
a7 =Ya7=Ya7=Na7~Na7" ~C3 o)
a\\N,S.’, A Azure & Google Cloud
Approach to developer-focused cloud security Focus on critical threats

« Detect infrastructure security issues during development process

« Prevention in every commit, pull request & build job using policy as code
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BUILD

IAC Scanning

Scanning and control over CloudFormation
templates, Terraform templates, and
Kubernetes deployment yaml files

Integrated with SCM, IDE, and Cl tools

Build policies in Prisma Cloud Console
centralize IAC governance

Integrations with SCM, IDE, and Cl tools:

LBENWOY L

Jenkins
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DevOps Inventory

° % TimeRange Past 24 hrs v x Lists Al v~
% Failure Criteria | All v X Scan Details PR
Total Scan ® Pass

2550

x Tags Dev,Prod v
© Select Value &
Low

560

% Asset Name AssetNam v x Type All v X Sc
® Medium e |
4058 11

' In

Scan Trend
~®- Scan — Fail
50K
40K
30K
20K
10K
0
Apr ‘20 May 20 Jun 20 Jul'20 Aug ‘20 Sep ‘20 Oct 20
Group by Scan ID v Search Q
ScaniD v Y AssetName v T Scan Details T AssetType T Resource Lists ¥
1-122823492... Core github repo PR <PR no> Github prisma-devops
1-555556 CFT repo CI/CD Project Github primsa-prod
1-324655 Private Equity Circ... Srinivas ID CircleCl cortex-dev:pci
J-123465 IntelliL IDE scans API Metadata Intelli) list-4
J-658945 TwistCLI laC Scans Twist CLI Twist CLI list-5

Scans by Asset Type

- Pass

2000

1500

1000

550

Plugin One Plugin Two Plugin Three
Tags h g Status ¥ Issues. v Fail Crite
Tagl, Tag 2 o s 100 /100 /
Tagl, Tag 2 o ——— 65 65 /
Tag1, Tag2 +5 More [x 3 — 22 AN22 /
Tagl, Tag 2 [x X'+ » 170  A170 /
Tagl, Tag2 +3 More N/A — 66 A66 /
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Scan local files and directories from the command line

Scan laC files and

directories for el .
misconfigurations pre- R
commit with Checkov to AU | O | S I e A
address errors before By bridgecrew.io | version: 2.0.360
they're integrated into

shared repositories.

Passed checks: 1, Failed checks: 20, Skipped checks: 8

Check: CKV_AWS_57: "S3 Bucket has an ACL defined which allows public WRITE access."
PASSED for resource: aws_s3_bucket.data

Fil s3.tf:1-18

Guide: https://docs.bridgecrew.io/doc acl-write-permis everyone

Check: CKV_AWS_19: "Ensure all data stored in the S3 bucket is securely encrypted at rest"

le s3 f:1
Guide: https://docs.bridgecrew.io/doc 3_14-data-encrypted-at-rest

1 | resource "aws_s3_bucket" "data" {

2 | bucket "${local.resource_prefix.value}-data"
3 | acl "public-read"

4 | force_destroy = true

5 | tags = merge({




IDE feedback and fixes

ec2.tf — terragoat

e Enforce guardrails as B O & - Yeat X
you code with terraform > aws > ¥ ec2.f
Bridgecrew's IDE rce "aws_ebs_volume" “web_host_storage”
extensions 2yl 2T Ensure all data stored in the EBS is

tags = { securely encrypted
Name =
}
}

e Inline insights and fixes

loci

P masterr & ®7A0 @ Checkov Terraform &7 [)
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Monitor / Vulnerabilities @ ® @ @

B U I LD Code Repositories v

Code repositories

° ege o 2 Csv Refre
Git Repo Vulnerability © Critcalseverity
M Repository P... Vulne... Vulnerabili... 4 Risk Factors High severity
a n a g e m e n t ~ keylowe/FoodTrucks GitHub 2 1% o Al rti:c[trz::;::i/ty: Low
Scan Node, Java, and Python libraries on Recent vulnerability
] ] ] . . Attack Vector: Network
GitHub on commit or at regular time intervals © DoS
File Path Type Vulnerabilities Has fix
ldentify Vulnerabilities and Risk Factors, flask-app/requirements.txt Python o 0
ihteg rated V\/|th HOSt, CO htaiﬂer, and flask-app/package.json Node.js E o
Serverless capabilities
v keylowe/hellonode GitHub 0 0 o Aug 26, 2020 ... -

Integrations with git repos:

O
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Total Vulnerabilities Vulnerabilities by severity Vulnerabilities vs Compliance
2 13 8 6 Vulnerabilities 28
BUILD 2
Compliance 1
New vs Fixed
New vulnerabilities 29
Fixed vulnerabilities Q0
I d Function S i
mage an unction sCanning A el e
ape . . Search:
Vulnerability and compliance scanning for
CO n ta | n e r | m a g eS a n d Se rve r | eSS Zl pS Image Image... Type Severity '} C... CVE Packa... Package ... Fix St... Description
Supyport for developer desktops or Cl Wdemorhelo., | sha2sé.. | Pack. @ Citcl | 98 | CVEZ0. | salte | 325340 | fedin.. | InSQitethrough L.
Show m... Show more
WO r kfl OWS tI_demo/hello... sha256:... Pack... . Critical 9.8 CVE-20... sqlite 3.25.3-r0 fixed in ... SQLite3 from 3.6.0 to and...
Show Show more
i i i tl_demo/hello... sha256:... Pack... Critical 9.8 CVE-20... sqlite 3.25.3-r0 fixedin ... pragma.c in SQLite throug...
Enforce pass/ fail status, with centralized ° pagmac
policy management, for full control over all
tl_demo/hello... sha256:... Pack... . Critical 9.8 CVE-20... musl 1.1.18-r3 fixed in ... musl libc through 1.1.23 h...
H Show m... Show more
builds
tl_demo/hello... sha256.... Pack... . Critical 9.8 CVE-20... bzip2 1.0.6-r6 fixed in ... BZ2_decompress in deco...
Show m... Show more
tl_demo/hello... Pack... . Critical 98 CVE-20... busybox 1.27.2-r11 fixed in ... BusyBox project BusyBox ...
Show more
| nteg rat|o ns W|th Cl tools tl_demo/hello... sha256:... Pack... @ High 8.1 CVE-20.. busybox 1.27.2-r11 Busybox contains a Missin...
‘ ' tl_demo/hello... sha256.... Pack... . High 7.5 CVE-20... sqlite 3.25.3-r0 fixed in ... SQLite through 3.31.1 allo...
Jenkins . codefresh )
tl_demo/hello... Pack... . High 7.5 CVE-20... busybox 1.27.2-r11 fixed in ... An issue was discovered i...
Show more
p 0 1

evi 4 Nex
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DEPLOY

CD Security

Continuously monitor container registries
and serverless repos

Set granular deployment rules to alert on or
prevent vulnerability and compliance issues

Leverage powerful cloud native technologies,
like Open Policy Agent integration

Integrations with notable registries:

2EOVWOOEE N

Rseca
REGISTRY
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Monitor / Vulnerabilities

?) (&

Vulnerability Explorer Code Repositories Images Hosts Functions CVE Viewer PCF Blobstore
Deployed Images Registries Cl
‘ ©@ [CSV 2 Refresh
Registry Repository Tag Vulnerabilities Risk Factors  Collections
library/httpd latest
registry.infra.svc.clust...  alpine latest
registry.infra.svc.clust...  clockworksoul/zork1 latest
registry.infra.svc.clust...  infra/my_jenkins latest
1 High severity

registry.infra.svc.clust...  infra/portal_httpd latest Medium severity

X . Attack Complexity: Low
registry.infra.svc.clust...  servethehome/moner... latest

Recent vulnerability
registry.infra.svc.clust...  tl_demo/attacker-client 1 Attack Vector: Network
DoS

registry.infra.svc.clust...  tl_demo/attacker-client latest %) Has fix
registry.infra.svc.clust...  tl_demo/hellonode latest : g o -

ictry i 6 65
registry.infra.svc.clust...  tl_demo/hellonode 1 — o =
registry.infra.svc.clust...  tl_demo/hellopython 1 22 o -

ictry i 213 76
registry.infra.svc.clust...  tl_demo/hellopython latest e o -
registry.infra.svc.clust...  tl_demo/struts2_demo 1 55 w o -

ity 55 781
registry.infra.svc.clust...  tl_demo/struts2_demo  2.3.37 s Q -
registry.infra.svc.clust...  tl_demo/struts2_demo  2.3.12 55 w Q -
registry.infra.sve.clust...  tl_demo/struts2_demo  latest SR -

(-]
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CVE-2020-10188 details

Description Impacted packages

utility.c in telnetd in netkit telnet through 0.17 inetutils:2:1.9.4-2
allows remote attackers to execute arbitrary code

via short writes or urgent data, because of a

buffer overflow involving the netclear and

nextitem functions.

Vendor fixed in 2:1.9.4-2+deb%ul
status
More CVE-2020-10188

Runtime Visibility

. .. . . . ° Images (2)
Prioritize risk and compliance with Top 10
Q Max risk profile

lists, including Vendor Fix information, Risk © Image ok score N
Trees’ Risk prof”es’ and more °1containerathighenvironmentalrisk

2images  2.6% of all images No mandatory Reachable from the
security profile applied \x internet
. . . -0 ’ @
| Nntegrate wit h common alertin g, Issue vulnerables/we... (image info, 1 container, 1 A
. . . container at high risk) Risk Factors
tracking, and remediation platforms L 4 23 dvwa (1 containen romingssprvezed (@ @) BN Conainerisruming

container I l as root

app-embedded-cnaf... (image info, no Listening ports
containers)

DoS " .
) Critical severity

Attack Vector: /
Network ‘b
Attack Complexity:

Integrations with Third-Party tools: Low Remote execution

it O pd @ - —

Legend: @ Image $3 Namespace (D Container [@ Host @ Function
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Visibility, Compliance
and Governance

%o paloalto



| Compliance Reports SOC2 ®
Compliance / SOC 2
Unique Assets
. 203 24% 0% 55% 21%
Compliance Management pass Low © Medium © High ©
Total View Alerts O View Alerts O View Alert
Continuous compliance posture monitoring
and 1-click reporting Compliance Trend Compliance Coverage
. -0- Resources -4~ Fail - Pass
Comprehensive coverage (CIS, GDPR, HIPAA, -
ISO-27001, NIST-800, PCI-DSS, SOC 2, etc))
and support for custom reporting s
Easily investigate and auto-remediate
compliance violations e
100
50
0
Jan '19 Jul 19 Jan 20 Jul 20
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Network Resource Query
Language (RQL)

Gain security and operational insights about
your deployments in public cloud
environments.

Perform configuration checks on resources
and query network events across different

cloud platforms.

Turn queries into custom cloud agnostic
policies and define remediation steps and
compliance implications.
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Investigate

hosts w/ known vulnerabilities

Vulnerability' ) ) |

A

AND

limit search records to

Internet |Ps

2

SSH & 5 more

&
&
z/
g

£
i% Corporate Web ...
BDF_host

gke-prisma-clo...
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network where source.publicnetwork IN ( 'Internet IPs', 'Suspicious IPs') AND bytes > 0 AND dest.resource IN ( resource where hostfinding.type IN ('

.
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Automated Remediation

Automatically resolve policy violations, such
as misconfigured security groups within the
Prisma Cloud console

Send alert notification to 14 third-party tools
including email, Lambda, Security Hub,
PagerDuty, ServiceNow or Slack

Integrate with SOAR tools including Cortex
XSOAR for multi-step remediation
playbooks

25 | © 2022 Palo Alto Networks, Inc. All rights reserved.
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Dashboard
Inventory
Investigate
Policies
Compliance
Alerts 9999+
Compute
Settings
Cloud Accounts
Account Groups
Roles
Users

Access Keys

Subscription
Support

Jonathan Bregman

Add Integration

o Configuration

Integration Type * @

|

E’ Amazon SQS

M AWS Security Hub

: Azure Service Bus Queue
(O CortexXsoAr

€ cooglecscc
© JRrRA

ii Microsoft Teams

pd  Pager Duty

@ Qualys

ServiceNow
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Workload Protection
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: ® | postgres:10.6

Os distribution Debian GNU/Linux 9 (stretch)
OS release stretch

Digest sha256:1bd46192a12a1012d52f41186c83dc343b4b2d07ad9836fb37a08cdf22041537

Vulnerabilities Compliance Runtime Layers Process info Package info Environment Trust groups Lat

Vulnerability Management

@ 25 Layers, Image Size: 229.6 MB

Industry leading precision across hosts,

Images, containers, and serverless Details Size Vulnerabilities
functions et
CMD ["bash"] 0B 0

Automated prioritization of vulnerabilities
based on your unique environment ot tatas e 102MB B
Prevent running vulnerable software Conponent Versken Vlnerabilty  Severity
across your environment idn 1331 CVE2017-14062 @ critcal

nettle 331 CVE2021:3580 @ high

openidap oA dlsE: CVE2021-27212 @ high
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Add new setting

Version Amazon Machine Images (AMI)
Console Address 127.0.0.1
° Region N. Virginia
VM Image Scannlng VM images * EpecifyaVMimageE]
Scan your images that are in your Togs # specityatag
CSP accountsl InC|Ud|ng prlvate Excluded VM images Add a VM image to exclude
Images or selected
. . . Credential
public/community images your
application teams use e =D
Number of scanners 1
Integrate twistcli to scan for VM cop
image vulnerabilities or compliance

issues on developer desktop or in Cance
your CI/CD pipelines
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Web Application and API
Security

Auto-discover unprotected web apps and
APls

OWASP Top 10 security, API Protection,

File Upload Protection, Location-based
Access Control and more; all integrated with
our Cloud Workload Protection capabilities

Fully-configurable protection for each
application

Ability to inspect and protect east-west API
traffic within cloud-native clusters

29 | © 2022 Palo Alto Networks, Inc. All rights reserved.

Edit dvwademo

App definition App firewall DoS protection

@ Banis applied by client IP

Firewall settings

Protection

~ SQL Injection

v Cross-Site Scripting (XSS)

+ OS Command Injection

+ Code Injection

~ Local File Inclusion

v Attack Tools & Vulnerability Scanners
Shellshock
Malformed HTTP Request
Prisma Cloud Advanced Threat Protection

Detect Information Leakage
Cross Site Request Forgery Protection
Clickjacking Prevention

Remove Server Fingerprints

Access control

Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable

o @
o @
o @

Bot protection
Alert Prevent
Alert

Alert Prevent
Alert Prevent
~ I
~ I
Alert Prevent
Alert Prevent
Alert Prevent
Alert Prevent

Custom rules

Ban

Ban

Ban

Ban

Ban

Ban

Ban

Ban

Advanced settings

Exceptions
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Kubernetes audit details

Time
Message
Verb
Resources
Request URI

Authorization Info

Access Control

Account

Central monitoring of docker, sshd, and
sudo events

Source IPs

Event blob

Secrets management integrated with all
popular providers

Real-time stream processing of
Kubernetes AuditSink and security with
Open Policy Agent (OPA)
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Apr 21,2021 12:58:46 PM

Pod created without security context
create

pods
/api/v1/namespaces/struts-demo/pods

{"authorization.k8s.io/decision":"allow""authorization.k8s.io/reason":"RBAC: allowed by
ClusterRoleBinding \"sy ller:replicaset-c ller\" of ClusterRole
\"system:controller:replicaset-controller\" to ServiceAccount \"replicaset-controller/kube-
system\""}

{"username":"system:serviceaccount:kube-system:replicaset-controller”uid":"fcdc2ed8-
3ef7-4665-923e-a869e1689da2" "groups™:
["system:serviceaccounts”,"system:serviceaccounts:kube-system” "system:authenticated"]}

['10.128.1.29")
{

"annotations”: {
“authorization.k8s.io/decision™: “allow”,

"authorization.k8s.io/reason": "RBAC: allowed by ClusterRoleBinding \"system:controller:replicase

3
"auditiD": "2e7809ae-4a22-4b84-9a15-03aaabe4b576",
“level": "Request”,
“objectRef™: {
“apiVersion": "v1%,
“namespace": “struts-demo”,
“resource": "pods"
3
“requestObject”: {
“apiVersion": "v1°,
“kind": "Pod",
“metadata”;
“creationTimestamp": null,
"generateName": “struts2server-7bccec7¢9d-",
“labels": {
“app": "struts2server”,
“pod-template-hash™: “7bcccc7¢9d”

4y paloaltor
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Auto-Discovery and
Defense

Discover virtual machines/instances
in your cloud accounts and
automatically protect.

Gain visibility into all your assets
enable granular controls to deploy
agents which enable full security
across virtual machines in AWS,
Google Cloud, and Azure VMs

31 | © 2022 Palo Alto Networks, Inc. All rights reserved.

Cloud

Oregon

General info
Provider AWS

Region us-west-2
Accounts Wyatt_CTO_Acct, ...
Total resources 6

Total nodes 0

66% Defense coverage

Top undefended services 3 total services

3 total entries
Service Defended Undefended Defense coverage
EC2 3 ( d 100%
Registry 0%

Lambda ( 100%
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Network Visibility

Real-time mapping of host network
traffic flows

See vulnerability, compliance, and
runtime status with a single-click
from Radar

Hosts

Color by: Vulnerabilities us-centrall-a (Regions/GCP) x  cto-dk 245420 (A
Total filters: 2 v

e

master-demo2104-
sgordon-demo-
twistlock-com

& master-demo2104-sgordon-demo-twistlock-com

Hostname master-demo2104-sgordon-de... Vulnerabilities

Risk summary
0s distribution Ubuntu 16.04.6 LTS

OS release xenial @ high

Modified Apr 21, 2021 12:39:18 PM gl

BRI Docker version 18.06.2-ce @ Pe

Provider gcp

Type

/GCP) x c

node-demo2104-
sgordon-demo-
twistlock-com

Compliance Runtime
1 critical e Processes audits
21 high

© File System audits

© File integrity
o Activities

‘ L' Forensics

32 | ©2022 Palo Alto Networks, Inc. All rights reserved. paloall’.



Threat Detection

%o paloalto



E] @ |2 appBastionAz2a
» Instance Summary
% ¥ Network Summary
Network Anomaly Detection _
appBastionAz2a
[02)
. m . .
Over 500B+ flow logs ingested weekly to - = Frewall Configurations
pinpoint unusual network activities =0 s, 3 e -
appBastionAz2b &?e,,,o
. . . . . < 1 a SR PORT(S) = R OICCN
Classify and view detailed information on e oo
. . . . w
suspicious IPs and investigate affected E: | - 1o laeon NA
X K X . nternet IPs
resources with powerful visualizations 00
1 6 All TCP
Detect port scan or port sweep activities MGMT: 5.075edda e (7552 _
that probe a server or host for open ports Sl sl
I a SOUR . PORT(S) + PROTOC .
N CERY ¥ oL =
T 0.0.0.0/0 All N/A
1 0.0.0.0/0 All N/A
» Alert Summary
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Policy Name |t s Policy Type |t
Anomalous compute provisioning activity @ Anomaly
Cryptominer activity (Internal) @ Anomaly
Loader activity (External) €2 Anomaly
Cryptominer activity (External) @ Anomaly
. . Wiper activity (External) €3 Anomaly
Net.w.ork Data EXf“tratlon Webshell activity (External) €8 Anomaly
Activity Detection port scan activity (External) & Anomaly
Use unsupervised ML to learn normal traffic Linux Malware activity (Internal) £ Anomaly
pattern Ofw Dropper activity (Internal) @ Anomaly
|dentify combination of anomalous egress Bxplolt it activity {internal) & Anomaly
activity & traffic to known TOR exit nodes Backdoor activity (External) €8 Anomaly
Worm activity (External) €8 Anomaly

Detect data exfiltration
InfoStealer activity (Internal) @ Anomaly
Backdoor activity (Internal) €3 Anomaly
DDoS activity (Internal) @ Anomaly
Dropper activity (External) €8 Anomaly
Hacking Tool activity (External) @ Anomaly

4% paloalto



Investigate

@ config from network-analyzer where source.publicnetwork = INTERNET AND dest.instance.id = ANY and dest.protocol = TCP and dest.port

Phow additional filters v

My Recent Searches My Saved Searches All Saved Searches Search Results
fOresults Viewas Graph
True Internet Exposure
Source Destination .
Network Path Analysis
Multl_dlmen5|ona| approaCh to Identlfylng Public Network /! Resource Name 1 Account 1 VPC verdion Network Logs
overly exposed resources and provides end- E0s e sl s
to-end network path visibility from ANY internet EC2y my-accloud-1 mewed Destination [ voreses
source to ANY destlnatlon internet EC2-c my-accloud-1 my-vpc-1 eni-02e/
internet EC2-b my-accloud-1 my-vpc-1 s5-0bd2
Correlates multiple data points, including internet EC2-2 my-accloud-1 my-vpe-1
. . . . acl-0747
routing table configurations, to determine
true network reachability rtb-057:
@ igw-08d
Vastly reduces alert fatigue by delivering high S @ e

fidelity alerts and help customers to take
meaningful action

4% paloaltor



Identity-Based Micro
Segmentation

Micro Segmentation for hosts and containers in any cloud

%o paloalto



What happens when a breach occurs?

Identity-Based
Microsegmentation

Without Identity-Based

Microsegmentation

~
-]
©
o
N\




Network Segmentation is Insufficient

Point-of-sale

Public Cloud

2.9 [2.8][0.9][2.8

SUBNET ':_ . SUBNET. | | SUBNET

Payment
VXLAN VXLAN
Private Cloud
Applications: [l Point-of-sale I Payment app Shopping Cart [l ERP App Shopping Cart

What the network delivers What security needs
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How Customers Use Identity-Based Micro Segmentation

Application Flow
Visibility

See how applications
communicate

Zero Trust
Segmentation

Segment critical
applications for
protection and

compliance

Automate NetSec
Workflows

Protect new
applications without
hindering developer

workflows

-r'jj'.ﬁ_‘j:::-

Secure Hosts and
Containers

Unify host and
container network
security with a single
platform

Secure Hybrid
and Multi-Cloud

Protect cloud
migrations, new clouds,
and multi-cloud with
consolidated network
security

4o paloalto



~fprm -am ®

@D Recursive  Q

|
) | +
@ Live Apr0s pa o q o _ Fromlast30m

Tags notcontains $name=DNS X C 0 Apply
[=] cloud as Cloud, @cloud:type as Cloud then @app:k8s:namespace as App then service as Ser... ® ®:¢ v Apply (D 14 processing units, 2 external networks and 25 flows (recursive)
+
] e °
A

Network (salesforc
Cloud (private) e)

2. . a

\ A v e

App (payment-prod g Cloud (aws) “~App (payment-prod

Cloud (gcp)
Al t-d \ v - ~
Service (fmn?ee“(jr)»aymen Seevr)wce 1ap\/ Service (frontend) ) Service (api) Service (frcﬁ?epmli?aymem dSeevr)wce (api) Service (frontend) Service (api)
\
e \

> o s A o — —. ). = .~ @

\n\\ ° o o o o o
v ! '

Servnée (db) Service (db) Service (db) Servic1e (db)

uf of i o
o ] ] L]
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¢ PRISMA

Thank you




