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Powering Innovation With Leadership in Linux & Kubernetes

Catalog 3’ RANCHER Storage

.@ Security The platform for managing all Kubernetes distributions Governance

kubernetes RKE N k3s LONGHORN (29 Neuvector HARVESTER

Datacenter Edge Block Storage Container Security Hyperconverged Infrastructure

)

Compliance m SUSE Linux Enterprise Availability )|

S©2IAIBS R 1oddns

& Security The most adaptable Linux operating system Management Other Linux

SLE Desktop / POS SLES for SAP Applications SLE Micro

SUSE Manager
SLE Server SLES for HPC SLE Extensions

Hybrid
Cloud :
Infrastructure

Datacenter Branch

GEWE  Copyright © SUSE 2021




Kubernetes 101
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Containers vs Virtual Machines
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Container Management

Manage images
Deploy containers
Integrate services
Manage demand
Balance resources

Manage network communications

L X X X X X

Balance workloads
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Introducing Kubernetes

= Open Source

— Container Maonagement

- Container Orchestration

— Manage 1000's of containers ku be rn e tes

Kubernetes, also known as K8s, is an open-source
system for automating deployment, scaling, and
management of containerized applications.

GEWE  Copyright © SUSE 2021


https://kubernetes.io/docs/concepts/overview/what-is-kubernetes/

Kubernetes Architecture
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Multi Cluster and
Multi Cloud Management
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Why multi-cluster management matters
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Evolution of Distributed Kubernetes Management

AL wmp Ty

Traditional, Monolithic Modern, Distributed
Kubernetes Kubernetes

Designed for managing large, Purpose built for hybrid cloud, multi-cloud,
homogeneous clusters and edge

Not designed for cloud infrastructure, Distributions are commoditized, value is the
data center-centric ability to utilize the best distro for the job

Value focused on the Kubernetes Value focused on management consistency
distribution across multiple, heterogeneous clusters

Differentiation is vertically integrated, Differentiation is in global visibility and
proprietary, solution stack control of all clusters, running everywhere
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Manage your
Kubernetes with
Rancher Prime
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Enables Production Quality Kubernetes Everywhere

Platform Services (Build & Run)
Rancher iy Monitoring & Dashboards & Service - Terraform ..’ Longhorn
HELM - A Istio Y%’
Catalog NA Alerts Observability Mesh & Operator N Storage
Security & Authentication Policy Enforcement & Governance

-- — _ . . Monitoring & CIS RBAC, OPA, P'o‘d &
] Active Directory  SAMU °kta CORHCIZECACIE Logging Benchmarking Network Policies

Simplified Cluster Operations & Infrastructure Management (Run & Manage)

K8s Version GitOps Continuous Cluster Templates &
Management Delivery Config Enforcement

s = N 3s

kubernetes =

Cluster Provisioning &

e el LielisleClnaCin: Lifecycle Management

Datacenter Branch

@OWE  SUSE Linux Enterprise Product Family
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Whiteboard Architecture
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Cluster Operations and Management

Rancher Prime dramatically reduces the implementation and day-2 operations
effort normally associated with the Kubernetes platform

— Provision Kubernetes on any infrastructure
provider using a consistent Ul and API.

— Manage the complete cluster lifecycle, including
upgrades, scaling, and disaster recovery.

— First-class support of cloud-hosted Kubernetes,
such as AWS EKS, Azure AKS and Google GKE.

— Powerful API for automation and 3rd-party service
integrations.
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Unified Access Control, Security and Policy Management

Rancher enables central authentication, access management and consistent
policy management

— Easily integrate all Kubernetes environments with existing
enterprise auth provider (AD, LDAP, Keycloak, etc.)

— Efficient centralized access control management
(building on Kubernetes RBAC)

— Management of multi-tenant clusters (Rancher Projects)

— Central management of security and network policies

— Cluster hardening with RKE cluster templates, CIS
Benchmark compliance scans and OPA policy
mMmanagement
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Secure Images T

Base Container Images Language Container Images SUSE Linux Enterprise Server Images Releases Out of General Suppol

Base Container Images

— CVE SCOnn”’]g for ROnCher |mOgeS Lightweight images for container development

SLE BCI 15 SP4 Base SLE BCI 15 SP4 Minimal SLE BCI 15 SP4 Micro
Container Image Container Image Container Image
Image for containers based on SUSE Linux A minimal environment for containers based A micro environment for containers based on

| t t. .t h S U S E I_- Enterprise Server 15 SP4. on the SLE Base Container Image. the SLE Base Container Image.

g Show details > Show details > Show details >

SLE BCI 15 SP4 Init SLE BCI 15 SP4 Busybox SLE BCI 15 SP3 Minimal
Container Image Container Image Container Image
Systemd environment for containers based on Busybox based on the SLE Base Container A minimal environment for containers based
the SLE Base Container Image. This container Image. on the SLE Base Container Image.

is not supported when using container
runtime other than podman.

Show details > Show details > Show details >

https://registry.suse.com/

GEWE  Copyright © SUSE 2021



Workload Management

Rancher Prime provides a complete GUI for workload management and self-service.

= bill-ak: All Namespaces v T » ® O #
Cluster Alerts
Projects/Namespaces Severi Name Message
Nod 2 -
- GUI to manage Kubernetes workloads y iy A el
Workload v X
warning KubePodNotReady a
s & Marketplace v
Ao o warning KubePodNotReady 7
andad cluster resources seviDimary - - T W = .
. This is an alert meant to ensure that the entire alerting pipeline is functional. This alert is always firing, therefore it should always be firing in Alertmanager and always fire against
Storage +  none Watchdog areceiver. There are i ions with vari ificati isms that send a notificati this alert is not firing. For example the "DeadMansSnitch” integration in
Pager|
RBAC v

— Provides an integrated application
catalog based on Helm.

— Turnkey configuration of add-on

services for log shipping, monitoring,
service mesh or continuous delivery.
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Rancher Prime Integrations

Infrastructure Drivers
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Rancher Prime SLA
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Demo
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www.suse.com
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