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Key Takeaways - Why should you care

1 — In view of the recent increase in cyber aggressions against
Of the Webl nar DACH and International targets, every company is at risk

* Get insights into:
— The threat actors you should care about
— Their motivation and tactics
— New tactic: Web DDoS attacks

* Understand
— Why current security solutions fail to accurately detect the
new type of attacks
* Learn

— How to protect your business gainst emerging cyber
aggressions
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About Radware

Secure Your Apps. Regain Control. Enable Your Business.

Over 12,500
Customers
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State-of-the-Art Protection:

Winning Industry Recognition in 2022

BOT MANAGEMENT 2022 o%dmnt WAF 2022 ' GIGAOM FORRESTER
LEADER LEADER APP & API PROTECTION 2022 DDoS MITIGATION WAVE 2021
B o LEADER & OUTPERFORMER
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BOT DETECTION MATRIX, 2022 sKuppIngercole —
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WAF LEADERSHIP z
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“The largest global financial
institutions, brokerage firms,
and financial services companies Product, Innovation
use Radware’s Bot Manager.” S TR CHALLENGER
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Russian/Ukraine Conflict Ignites New Cyber War Era

Conflict extended beyond the two countries

Pro-Russian Hacktivist Groups Religious Groups

NoNameO057, Killnet cluster, Anonymous Sudan, Mysterious Team
Anonymous Russia, Passion Group, etc Bangladesh, DragonForce Malaysia, etc
Attacking targets in countries that are Cyber attacks against targets who
supporting Ukraine supposedly insulted Muslims
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NoName057(16)

Most active pro-Russian
Patriotic Hacktivist
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Anonymous
Sudan

A Rebel with too
many causes

Anonymous Sudan claimed attacks
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DDoS Attacks
by Activist
Groups Have
Gone Global

While the trend of
state-backed and
hacktivist groups
began with the war
between Russia and
Ukraine, it is now a
global trend

Top Attacked Countries in 2023
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Number of known attacks

Source: Based on tracking by Radware’s Threat Intelligence Team of over
12,500 DDoS attacks by hacktivist and state-backed groups in 2023.
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Businesses in the Line of Fire: Attack Campaign On Health Care

February 2023

@ MEDIA TOPICS INDUSTRY EVENTS PODCASTS RESEARCH RECOGNITION LE!

Threat intelligence, Application security, Vulnerability management

f ¥ X in

Killnet DDoS attacks inflicting damage
on healthcare: ‘This is war’

s Davis Februar

E 1 686513
06C-274746C68 16E64
0Al6C20Data Breachre20 465 07072
0 L6F 68657:204C697474 0505 5CB74Al A
B 1Cyber Attack:®(E We6FAF64206 6E013921FCl 1FFCS!
64 BocEc1m 76 79 Protection Failed 617
E2074686528P 61736B60142E20480810D3M5A c1
AF93010808B4FA017745C7A6 108B2C3FDS 0 FO1: ¢
\"FA33CO8E00r2ASHC /D01 1AS6AF B7468652 - 0MlF 2Data
1 0736852756801 3l 0AA20633 6E674¢
664207 il 1 oSystem Safety Compromised 1A 2EC3/742
| BESEF7D011A0010A3RCES61AF87 FC
-

PR TVE [

Ht.i ) 4 y F
L “ow 'uo‘l combeowr e
N
var have spurred ho

The Killnet hacktivist group’s DDoS attacks against healthcare and the mass data
exfiltration in January was reportedly just the first round of targeting. Industry leaders

https://www.scmagazine.com/news/threat-intelligence/killnet-
ddos-attacks-inflicting-damage-on-healthcare-this-is-war

MalwarebytesLaBs Personal Business Pricing Partners R

KillNet hits healthcare sector with
DDoS attacks

Posted: February 10, 2023 by Pieter Arntz

ed that the KillNet
group is actively targeting the US healthcare sector with S) attacks.

At the end of January, the Health Sector Cybersecurity Coordination Center

The Cybersecurity and Infrastructure Security Agency (CISA) says it helped dozens of hospitals

https://www.malwarebytes.com/blog/news/2023/02/killnet-
group-targets-us-and-european-hospitals-with-ddos-attacks

& Automatic Translation

¥ ATTENTION TO TEAMS THAT JOIN OUR
MISSION!

# Everyone hit L7 on 50 hospital targets - 50
states of America!

Alaska

https://www.providence.org
https://check-host.net/check-report
/e77f515k82d

Arizona

https://www.abrazohealth.com
https://check-host.net/check-report/e77f5a2kcbe
Arkansas

https://arksurgicalhospital.com
https://check-host.net/check-report/e779e33kf96
California

https://www.sclhealth.org
https://check-host.net/check-report/e7821b1kf6
Colorado

https://www.sclhealth.org
https://check-host.net/check-report/e7821b1kf6
Connecticut

https://gfp.griffinhealth.org
https://check-host.net/check-report
/e781374kbab

Delaware

https://christianacare.org
https://check-host.net/check-report
/e77a063kb3e

Florida

https://www.leehealth.org
https://check-host.net/check-report/e77fbeck78c
Georgia

https://www.northside.com
https://check-host.net/check-report

[elel T
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Businesses Iin
the Line of
Fire: Attacks on
Scandinavian
Targets

Combined DDoS, Web,
and Bot attack
Campaign

Anonymous Sudan
Forwarded from Anonymous Sudan

. Infrastructure: The Danish education sector was brought down
by the burning of the Quran

«/ | Kebenhavns Universitet

| Danmarks Tekniske Universitet

.dk/ | IT-Universitetet i Kebenhavn

#AnonymousSudan

Anonymous Sudan
Good morning, The airports of Denmark will be our first targets.
We're going to launch the attack in 30 minutes from now

#AnonymousSudan

Anonymous Sudan

R
. The infrastructure of Denmark airports has been down
because of their burning of the Quran

| Copenhagen Airport

[elel T )
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Germany became a Focus-Target as well as Europe '

) AT S —
| Anonymous Sudan

WE ARE KILLNET
Forwarded from ANONYMOUS | RUSSIA > =

CYBERANGRIFF

Vergeltung: Russische Hacker schiefien
sich auf deutsche Internet-Seiten ein

DDoS-Angriffe unter anderem auf Regierung und Flughafen Hamburg als Vergeltun
deutsche Panzer-Entscheidung

/

25. Janner 2023, 17:10, 9 Postings

Eine russische Hackergruppe hat sich am Mittwoch zu einem Angriff auf
deutsche Internet-Seiten bekannt. Betroffen waren unter anderem die
Online-Auftritte der deutschen Bundesregierung und des Flughafens

fi Hamburg. Dem Bundesamt fiir Sicherheit in der Informationstechnik (BSI)
zufolge handelte es sich um sogenannte Distributed denial-of-service
(DDoS)-Angriffe. Dabel werden Webseiten mit Aufrufen geflutet, bis die

Server abstiirzen.
lugh Unter deri ()
= . 9 Flughafer = =
ck-nios: Viele Angriffe abgewehrt auch auf
erwartet. ==

W AsponopT 3un

"Derzeit sind einige Websites nicht erreichbar’, teilte die Behirde mit.
“Hinweise auf direkte Auswirkungen auf die jeweilige Dienstleistung liegen
aktuell nicht vor und sind nach Einschitzung des BSI bei Ergreifen iiblicher
- SchutzmafBnahmen auch nicht zu erwarten.” Die Angriffe auf die Seiten der
1 Bundesverwaltung seien grofitenteils abgewehrt worden.

4 (asponopT)

.dortmund-air

[ 0ot s sl st 5 8 o et 518 e ¢ g
| I3 We were bored and we missed Sweden and we

Scandinavian Airlines so we dropped the SAS app

DDoS-Attacken gelten als technisch simple Angriffe, die hiufig von
“Hacktivisten® eingesetzt werden. Dabei nehmen Gruppen einzelne

Internet-Seiten aufs Korn, um auf bestimmte Themen aufmerksam zu
® https://www.sas.se/

machen. In der Regel bleiben die internen IT-Systeme eines Unternehmens
¥ https://check-host.net/check-report/100598c3|

davon unberiihrt und es werden auch keine Daten abgezogen.

Vergeltung

 Laut ichten kiindigte unter and die prorussische
Hackergruppe Killnet an, deutsche Ziele anzugriefen. Als Motivation

nannte sie die Panzer-Lieferungen aus Deutschland an die Ukraine. In . —— 7 & o

#AnonymousSudan

einem Telegram-Kanal ist zu lesen: "Die Apokalypse riickt immer niher’,
wie das "Handelsblatt” berichtet. Auch andere Hackergruppen werden
aufgerufen, sich diesen Angriffen anzuschliefien. (APA, red, 25.1.2023)

*Sources Telegram und DerStandard

502 Bad Gateway

e

—

WE ARE KILLNET

EUROPEAN BANKS

[ 72 yaca Hasap, Tpu raBbl XakepeKuX rpyrnMpoBoK u3 Poccun
u CynaHa nposesu o4epesHoe 3acefaHme B napnameHTe
DARKNET a, u npuium K o6Lyemy peLeHuo:

¥ PELUEHVE N20191
- CerogHs Mbi BBOAMTb C: BoOTI
71 T pep cuctem SEPA, IBAN,

WIRE, SWIFT, WISE.
Mepesog*

x 72 hours ago, three heads of hacker groups from Russia and
Sudan held a regular meeting in the DARKNET parliament, and
came to a common decision:

x SOLUTION N20191

- Today we are starting to impose sanctions on the European
banking transfer systems SEPA, IBAN, WIRE, SWIFT, WISE.

WE ARE KILLNET 5
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Claimed Attack on Telegram: Global

Attack on Credit Agricole Bank Attack on Canadian PM Attack on Zurich Airport

E — — =

{" NoName057(16) Eng 4 1 NoName057(16) 4

P
=

NoName057(16) Eng =4

He Y126 TC3 NOMYMHTH A0ETYN ¥ GakTY.

RV 7 T B S PARTCA MOMSSTL JOCTYD K CHRTY

g

W Makron broke into a blissful smile and announced that
the SAMP/T anti-aircraft missile system had been delivered
8 to Ukrainian neo-Nazis and was ready for operation.

> o

Y3Hanu, 4To KaHafCcKuit npemeep xacTuH EwéepTprogo

( This is the weapons that France supplies together with

T | npunepcs Ha YKpauHy noanuabieats 6aHaepoBLamigy |

Italy, as a result, of course, it will either be captured or | § . K

|| destroyed by Russian troops, so the French president B e b | The website of the Zurich transport association ZVV was ‘
R . ' N TIpUNoXunm 3a 310 ero oduLManbHbLIA CanT: [ .
rejoices for no reason...\ @ slammed: |
1 .
R g g s 4 e g a2 I
| We go to the French segment of the Internet and kill the XK https://check-host net/check-report/1034aédckdée | , X/ W (R G W 110409951k38 ‘
website of the financial conglomerate "Credit Agricole™ | X https://check-host.net/check-report/104e9951k38 |
Jenaem 310 npumepHo B 100500-7 paz@l | [

xmtpswﬂ»‘check host.net/check-report/10576ed8k281

Subscribe to NoName057(16)
88 Join our DDoS-project
1. Subscribe to reserve channel

.~MopnuceisaitTech Ha kaHan NoName057(16) |
#8 BcrynanTe B Haw DDoS-npoekT lf
|

Subscribe to NoName057(16)
88 Join our DDoS-project
1. Subscribe to reserve channel

1 MoanucbiBalTeCh Ha PE3epPBHbLIN KaHan
WV Eng version

wm Victory will be ours!

t.me/noname05716eng/1739 1.1IK ©

mm Victory will be ours!

1755 371 © Jun 21 at 07

smobega Za Hamu!

JU o dl 1Y.3949

t.me/noname05716eng

(L]0 =0\ G o . I o S, ¥ P00 LUl &% <
¥
"~ SR | |

r—rr— v x

t.me/noname05716/3634 5.0K ©® edited Jun 10at 13:35

e T T T e e e

AW —EY IV 3 T,

] i
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G

Swiss Parliament Ruag Defense Concern Swiss Private Bankers Julius Bar Group

NoName057(16) Eng 4 ;‘j NoName057(16) Eng 4 )’ NoName057(16) Eng 4 ;Z; NoName057(16) Eng 4

The website of the association of Swiss bankers

| W The Swiss defense concern Ruag recently applied to the e : -
¥ Bandera member Zelensky thanked Switzerland, which | j| authorities of its country with a request to give it | | rereceneemieonatac | We killed the website of the Swiss bank Julius Bar:
i ioi i- i | i issi Il r k h m ] 2 2
this week joined the 10th package of EU anti-Russian L FEIRGS to»se a6t eopard anksso | .e Ggr an 7 B Xhttps:/check-host.net/check-report/10440b9ak78e i |
sanctions. We also “thanked"” the Swiss Russophobesand | || company Rheinmetall for subsequent deliveries of this | B [ : heckd — OsdBaaiiad i
- iz : ; ; ' : : | i https://check-host.net/check-re /10440az z
sent DDoS missiles to the website of the Swiss Parliament, | || equipment to Kyiv. B Subscribe to NoName057(16) ‘ / XKhtps://check-host.net/check-report/1 aaceia [
after which the resource administrators closed access for K A . ‘ #8 Join our DDoS-project | \ f : ;
foreign ipls: The Sv]n»ss dgfe|1se concer_n Ruag - no more tqrnmg to your | 1. Subscribe to reserve channel r | .~Subscribe to NoName057(16)
| . ! authorities with such stupid requests! Otherwise, we can ‘tf ( | i| §8Join our DDoS-project
K https://check-host.net/check-report/103a4c6aka29 | | ; visi Switzeriand and simush the ehiire fntemct | wm Victory will be ours! [ §| 1 Subscribe to reserve channel |
: ; infrastructure to hell, as it has already happened onceg; tmefacnar s ieanaiFib IK © Jun 158t 1792 L. |
! b | | e ) i B . . i
: £7(16) > — - = : Victory will be ours! |
Subscribe to NoName057(16) L In the meantime, relax, think about our offer...\@f i - - S - ry |
88 Join our DDoS-project lh L t.me/noname05716eng/1709 1.2K © Juni15ati16:15 |
f| 1 Subscribe to reserve channel r ¥ https://check-host.net/check-report/10440518ked6 E 2z = e
/
mm Victory will be ours! !' Subscribe to NoName057(16)
B tme/noname05716eng/1674 1.3K © Jun12at11:03 E #8 Join our DDoS-project
e — . — — 1. Subscribe to reserve channel %
mm Victory will be ours! |
t.me/noname05716eng/1

706 1.2K © Jun15at13:34 | coee
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Check-host.net

S Country: - ismel (T, T A | 100% Offchare Server

IP: Country: .= Israel (Tel Aviv, Tel Aviv) 100% Offshore Server

Check website hiips: Wn.F UG en oo
[ R . Hostname or IP address
°_:: e "“”::: = o s Info Ping HTTP TCP port UDP port DNS

— Check website https://www.ruag.com/en = .

I The incredible is real! Profitable VPS 5.7 GHz, 6 locations, and more:

t link to this c

Checked on Thu Jun 15 07

Location - Result Time Code IP address

Connection
timed out

Connection
timed out

Connection
timed out

Connection
timed out

Connection
timed out

Connection
timed out

Connection
timed out

Connection
timed out

Connection
timed out

Connection
timed out

Connection

___________________ e

[elel 1 ]
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Attack To®
Powerful,




Tools Are

o GitHub - HyuklsBack/KARMA-DL X +

C () 8 github.com/HyuklsBack/KARMA-DDoS |
‘= READMEmd
KARMA DDoS
DDoS Script (DDoS Panel) with Multiple Bypass
( Cloudflare UAM,CAPTCHA BFM,NOSEC / DDoS Guard / Google Shield / V Shield / Amazon / etc.. ) l
Don't attack any websil ) GitHub - hoaan1995/7xCD00s: ~ x4
This was created for ed )
All responsibilities and disadvantages ¢ C 0 @ github.com/hoaan1995/ZxCDD0S
‘=  README.md
Langu
P §7 ZxCDDoS: Release v1.4 - Free
:
Menu

Terminal only accepts ANSI color.
Username: admin
Password: admin

Join us on
« Tele

Language

& wiven. | TSI KX G

e
Type [help] to s
Contact Dev - Telg

oot@karma]

Logs

* NEW OVH-BEAM METHODS!

* Hi all, there are fools scam tool github for 20usd

Screenshot

* |mage scammer: https://i.ibb.co/RONDXnc/photo-2022-05-23-03-57-37.jpg

More Accessible Than Ever

O GitHub - Leeon123/CC-attack: - X +

c 0 & github.com/Leeon123/CC-attack

README.md

CC-attack fcence GeLv2

A script for using socks4/5 or http proxies to attack http(s) server.
News:
Added Support of HTTP proxies I_

Added Mare proxies api to download ©) GitHiub - MatiTM/VHDDOS: B« X

Info: < c 0
Using Python3

& github.com/MatrixTh/
Added more human-like options = README]
Http Get/Head/Post/Slow Flood
Random Http Header/Data
Socks4/5 Proxies Downloader
Socks4/5 Proxies Checker
Customize Cookies

Customize Post Data

Support HTTPS

Support Socks4/5

MHDDoS - DDoS Attack Script With 56 Methods

(Programming Language - Python 3)

FORKS 2.1K LAST COMMIT STARS LICENSE B ISSUES 1 OPEN

Please Don't Attack websites without the owners consent.

Showcase

Using multiproc.sh with socks4 on a vps

~ Layer 7 Dstats




New
Generation of
Attack Tools
Uses
Randomization

HTTP method randomization
(GET, POST, HEAD, etc.)

Randomized header values
Dynamic request arguments
Use open proxy networks

IP spoofing

Cookie harvesting

Built-in bypass techniques
Etc.

e DA T ™
MHIDDO0S

11117 s [1T1EHENEEer7
cceec/ cceee/ | cc-attack |/
cc/ cc/ e |/
cc/ cc/ | Layer 7 |/
cc////] cc///// | ddos tool |/

cccee/  ccecc/ | |/

“#radware | 19



Modern Tools Include Built-in Bypass

They know how to deal with common protection tools

Features And Methods

7 o @ Layer7

o @ GET | GET Flood
o = POST | POST Flood

& github.com/MatrixTM/MHDDoS [ ° ME OvH | Bypass OVH ]
o B RHEX | Random HEX
[ o [ASTOMP | Bypass chk_captcha ]
o W STRESS | Send HTTP Packet With High Byte
o B oyN | A New Method With Random SubDomain
o 8 DOWNLOADER | A New Method of Reading data slowly
o 88 5LowW | Slowloris Old Method of DDoS

@ HEAD | https://developer.mozilla.org/en-US/docs/Web/HTTP/Methods/HEAD
@ NULL | Null UserAgent and ...

& CooKIE | Random Cookie PHP 'if (isset($_COOKIE))'
B2 PPS | Only "GET / HTTR/1.1\r\n\r\n’

@ EVEN | GET Method with more header

@ GSB | Google Project Shield Bypass ]

U DGB | DDoS Guard Bypass

& AVB | Arvan Cloud Bypass

G BOT | Like Google bot ]

# APACHE | Apache Expliot

W XMLRPC | WP XMLRPC expliot (add /xmlrpe.php)
& CFB | CloudFlare Bypass l

& CFBUAM | CloudFlare Under Attack Mode Bypass ]
™ BYPASS | Bypass Normal AntiDDoS

& BOMB | Bypass with codesenberg/bombardier

%y KILLER | Run many threads to kill a target

(@ TOR | Bypass onion website

MHDDoS - DDoS Attack Script With 56 Methods

o o o

(Programming Language - Python 3)

FORKS 2.1K LAST COMMIT STARS LICENSE ISSUES 1 OPEN

Please Don't Attack websites without the owners consent.

o

pr—
ofofo

o

~ Layer 7 Dstats

o ofo

=]

o o ofo

=]

ocee

radware | 20



Application Layer Attacks Grow On Top of Network Attaci@s

+120% +60% +770%

Increase in number of DDoS Increase in large attack Increase in #malicious web
attacks, 2023 vs. 2022 vectors, 2023 vs. 2022 transactions, 2023 vs 2021

The unit of measurement of DDoS attacks is changing from
volume-based (Gbps/Tbps) to additional rate-based (RPS)

“radware | 21



Characteristics of New Web DDoS Tsunami Attacks

Requires a behavioral-based approach for accurate detection & mitigation

Higher in volume — Ultra high RPS

Ss2EEE = Lis. SEEEN
T W e

Appear to be legitimate requests

‘-'.-:‘5;. 7% e ws R
2t 3 ,Rﬁ/_ "J-'/i'.‘"‘ .
[T e, | Pl
R - ! TP tetaad 4 4 | |, s g - AR 41.. : * e
g TN e o m—TT T |

Multiple, sophisticated evasion techniques
(randomized headers, IP spoofing, etc)




Traditional DDoS Protections are Not Effective

Network-Based DDoS protection cannot detect & mitigate L7 DDoS attacks

Standard WAF solutions look for vulnerability exploits

Rate-limiting techniques impact legit traffic

Available mitigation tools ineffective in detecting & mitigating
HTTP/S floods without impacting legitimate web traffic!

“#radware | 23



What is Needed <mBE
to Stay
Protected
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Businesses in the Line of Fire

We fight Fire with...

N .\
v 3[4% —

N A\l \y ; . \ [
f //_ \\-) \ \ ! | | [ D ’-_ \
i u',‘ .}/(/IN‘\\\\\ ?///?)/// h. /2': ll -f/\/'”! v""f:laﬁ 'f\'\‘\\/.\\\)\\ {
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New Advanced Protection for Web DDoS Attacks

Automated, Accurate
Detection & Mitigation

Behavioral-based algorithms w/
advanced learning capabilities
to accurately distinguish flash

crowd vs. flood attack

—

Widest L7 DDoS Attack
Coverage

Large-scale, sophisticated Web
DDoS Tsunami attacks, smaller,
sophisticated attacks, new L7
attack tools/ vectors &

Best Protection for
Web DDoS Tsunami

Combines automated
algorithms & high-scale infra to
accurately protect against high-

RPS, complex L7 DDoS threats

“#radware | 26



Radware
rotects Gov't
ervices from

eb DDoS
ttacks

Action Attack ID Time ¢

Summary
Attack 1D:
Application:

Account:

03 May 2023
14:46:50

Detection

Requests Rate

Security Module:

rt Time:

End Tim

Attacks Peak: Up to

Application Name Account Name Source Attack Vector Severity

Mitigation

Total Requests Average Values
D d
1,441,872,571 1,439,131,518

Latest Real Time Signature

Threshold

/38K RPS

Attacks Length: Almost 2 hours
Attack Layers: HTTP Flood + Network floods

Mitigation Engines:

Web DDoS +13 mitigation

[elel T )

s radware

Maximum Values
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Industry-Leading Behavioral L7 DDoS Detection

Full behavioral detection with rate-variant and rate-invariant parameters

40k

20k

RES

0
16:20:00 16:25:00 16:30:00
== |nbound Blocked Clean — Attack Threshold

10

Application Behavicr

Application Behavior — Attack Threshaold

Combines both rate-based (volume)
and behavioral (risk) parameters

Separate, independent thresholds for
each parameter type

|dentifies attacks even if they don’t
cross volume threshold

Distinguishes between attack and
legitimate rise in traffic (e.g., holiday
shopping peaks)

“#radware | 28



Automatic, Real-Time Adaptive Signatures

Dynamic signatures which automatically adapt to changing attack patterns

Latest Real Time Signature * Automated, real-time signatures

TP Method  GET HEAD ST AND tailored to attack characteristics

Mumber of Query Arguments = 0 AND

Number of Cookies = 0, 4 AND * Applies L7 logic, with up to 40
Number of Standard Headers = 10,9 AND separate HTTP/S parameters
Mumber of Mon-5tandard Headers = 3, 4 AND

e * Dynamically adapts to changing

Header 'pragma’ exist AND traffic patterns

Header 'sec-*' exist AMD

Header 'upgrade-insecure-requests’ exist AND

e Automatically deployed and
mitigates attacks with no human
intervention required

Header 'via’ exist

“#radware | 29



®

O
Protecting from an Advanced, Persistent Attack Campaign
7 waves over 48 hours, the longest wave lasted 17 hours straight @ 1 million RPS ” _.
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Radware 360 Application Protection

Comprehensive, Adaptive, Managed Cloud Application Protection Service

WEB ATTACKS

CLOUD THREATS

/R

[====] CLOUDNATIVE
DDOS ATTACKS g{?: PROTECTOR

PROTECTION




Adaptive,
Automated

Network, Application Next-Gen Web App
DDoS Protection Protection
Behavioral-based Advanced ML to detect
No Human detection w/ real-time 0-day & emerging attacks

signature creation

Intervention Required Crypto-challenge bot

Advanced protections for mitigation
L7 DDoS, Burst and

Client-side attack protection
Encrypted attacks P
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The Radware Difference

__ _@_

Consistent
Protections

360-degree, consistent
protection across all
environments and
entry points

Intelligent
Security

Automated, real-time
protections based on Al
+ ML-based algorithms

that evolve as the
attacks morph

Access to security
experts 24/7 during
attack and in
peacetime
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Summary
& Call to Action
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How to Stay
Protected

Recent attack campaigns have given
rise to new web DDoS attacks

; | These attacks go undetected by

network-based DDoS protection or
standard WAF solutions

Radware is the only solution that can
protect your customer against
emerging cyber aggressions
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Action
Plan

&
Considerations
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Who can authorize a diversion to Cloud?
Legal has to be involved

Who can issue a short-term certificate?
DEV-Ops/SEC-Ops or other devision

Who can change DNS for diversion?
CNAME must be changed
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