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• Why should you care
– In view of the recent increase in cyber aggressions against 

DACH and International targets, every company is at risk

• Get insights into:
– The threat actors you should care about

– Their motivation and tactics

– New tactic: Web DDoS attacks

• Understand
– Why current security solutions fail to accurately detect the 

new type of attacks

• Learn
– How to protect your business gainst emerging cyber 

aggressions

Key Takeaways 
of the Webinar
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Secure Your Apps. Regain Control. Enable Your Business.

About Radware

DDoS Wave Leader

#2 API & High Security

DDoS MarketScape 
#1 Leader

Analysts Praise Us Our PartnersOver 12,500 
Customers

Bot Management Leader
WAF Leader
DDoS Protection Leader
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State-of-the-Art Protection: 
Winning Industry Recognition in 2022

WAF LEADERSHIP 
COMPASS 2022

OVERALL LEADER
Product, Innovation 

& Market Leader

DDoS MITIGATION WAVE 2021
LEADER

APP & API PROTECTION 2022
LEADER & OUTPERFORMER

LEADER
BOT MANAGEMENT 2022

LEADER
WAF 2022

BOT DETECTION MATRIX, 2022
BEST IN CLASS

“The largest global financial 
institutions, brokerage firms, 

and financial services companies 
use Radware’s Bot Manager.”



Umfrage



Evolution of 
Latest Attack 
Campaigns
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Pro-Russian Hacktivist Groups

NoName057, Killnet cluster, 
Anonymous Russia, Passion Group, etc

Attacking targets in countries that are 
supporting Ukraine

Russian/Ukraine Conflict Ignites New Cyber War Era
Conflict extended beyond the two countries

Religious Groups 

Anonymous Sudan, Mysterious Team 
Bangladesh, DragonForce Malaysia, etc

Cyber attacks against targets who 
supposedly insulted Muslims
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NoName057(16) 

Most active pro-Russian 
Patriotic Hacktivist



9

Anonymous 
Sudan

A Rebel with too 
many causes
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DDoS Attacks 
by Activist 
Groups Have 
Gone Global

While the trend of 
state-backed and 
hacktivist groups 
began with the war 
between Russia and 
Ukraine, it is now a 
global trend

Top Attacked Countries in 2023

Source: Based on tracking by Radware’s Threat Intelligence Team of over 
12,500 DDoS attacks by hacktivist and state-backed groups in 2023.

Number of known attacks
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Businesses in the Line of Fire: Attack Campaign On Health Care

https://www.scmagazine.com/news/threat-intelligence/killnet-
ddos-attacks-inflicting-damage-on-healthcare-this-is-war

https://www.malwarebytes.com/blog/news/2023/02/killnet-
group-targets-us-and-european-hospitals-with-ddos-attacks

February 2023
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Businesses in 
the Line of 
Fire: Attacks on 
Scandinavian 
Targets

Combined DDoS, Web, 
and Bot attack 
Campaign
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Germany became a Focus-Target as well as Europe

*Sources Telegram und DerStandard
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Claimed Attack on Telegram: Global

Attack on Credit Agricole Bank Attack on Canadian PM Attack on Zurich Airport
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Claimed Attacks on Telegram: Over 60 Targets in Switzerland

Swiss Parliament Swiss Private Bankers Julius Bär GroupRuag Defense Concern
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Businesses in the Line of Fire: Victims Are Down

Check-host.net



Attack Tools More 
Powerful, Easier to Use
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Tools Are More Accessible Than Ever
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• HTTP method randomization 

(GET, POST, HEAD, etc.)

• Randomized header values

• Dynamic request arguments

• Use open proxy networks

• IP spoofing

• Cookie harvesting

• Built-in bypass techniques

• Etc.

New 
Generation of 
Attack Tools 
Uses 
Randomization
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Modern Tools Include Built-in Bypass
They know how to deal with common protection tools
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Application Layer Attacks Grow On Top of Network Attacks

+60%
Increase in large attack 
vectors, 2023 vs. 2022

+770%
Increase in #malicious web 
transactions, 2023 vs 2021 

+120%
Increase in number of DDoS 

attacks, 2023 vs. 2022

The unit of measurement of DDoS attacks is changing from 
volume-based (Gbps/Tbps) to additional rate-based (RPS)
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Requires a behavioral-based approach for accurate detection & mitigation

Characteristics of New Web DDoS Tsunami Attacks 

Higher in volume – Ultra high RPS

Encrypted floods

Appear to be legitimate requests

Multiple, sophisticated evasion techniques
(randomized headers, IP spoofing, etc) 

22
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Traditional DDoS Protections are Not Effective

Available mitigation tools ineffective in detecting & mitigating 
HTTP/S floods without impacting legitimate web traffic!

Network-Based DDoS protection cannot detect & mitigate L7 DDoS attacks

Standard WAF solutions look for vulnerability exploits

Rate-limiting techniques impact legit traffic



What is Needed 
to Stay 
Protected
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We fight Fire with…

Businesses in the Line of Fire
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New Advanced Protection for Web DDoS Attacks

Widest L7 DDoS Attack 
Coverage

Best Protection for 
Web DDoS Tsunami

Automated, Accurate 
Detection & Mitigation

Large-scale, sophisticated Web 
DDoS Tsunami attacks, smaller, 
sophisticated attacks, new L7 

attack tools/ vectors &

Behavioral-based algorithms w/ 
advanced learning capabilities 
to accurately distinguish flash 

crowd vs. flood attack

Combines automated 
algorithms & high-scale infra to 
accurately protect against high-
RPS, complex L7 DDoS threats
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• Attacks Peak: Up to 738K RPS

• Attacks Length: Almost 2 hours

• Attack Layers: HTTP Flood + Network floods

• Mitigation Engines: Web DDoS + L3 mitigation

Radware 
Protects Gov’t 
Services from 
Web DDoS 
Attacks
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Full behavioral detection with rate-variant and rate-invariant parameters

Industry-Leading Behavioral L7 DDoS Detection

• Combines both rate-based (volume) 
and behavioral (risk) parameters

• Separate, independent thresholds for 
each parameter type

• Identifies attacks even if they don’t 
cross volume threshold

• Distinguishes between attack and 
legitimate rise in traffic (e.g., holiday 
shopping peaks)
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Dynamic signatures which automatically adapt to changing attack patterns

Automatic, Real-Time Adaptive Signatures

• Automated, real-time signatures 
tailored to attack characteristics

• Applies L7 logic, with up to 40 
separate HTTP/S parameters

• Dynamically adapts to changing 
traffic patterns

• Automatically deployed and 
mitigates attacks with no human 
intervention required
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Total Packets

7 waves over 48 hours, the longest wave lasted 17 hours straight @ 1 million RPS

Protecting from an Advanced, Persistent Attack Campaign

Attack Peaks Network AttacksAttack Length

1.6M
Up to

RPS

More than

17 Hours 200 Gbps
Requests

39 Billion
Up to
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Comprehensive, Adaptive, Managed Cloud Application Protection Service

Radware 360 Application Protection

DDOS ATTACKS

WEB ATTACKS

BAD BOTS

API ABUSE

CLOUD THREATS

FORMJACKING KNOWN BAD ACTORS

UNWANTED IPs

Mobile & Web Applications APIs



32

Adaptive, 
Automated

No Human 
Intervention Required

Behavioral-based 
detection w/ real-time 

signature creation

Advanced protections for 
L7 DDoS, Burst and 
Encrypted attacks

Next-Gen Web App 
Protection

Advanced ML to detect 
0-day & emerging attacks

Crypto-challenge bot 
mitigation

Client-side attack protection

Network, Application 
DDoS Protection
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The Radware Difference

Expert 
Defense

Access to security 
experts 24/7 during 

attack and in 
peacetime

Intelligent 
Security

Automated, real-time 
protections based on AI 
+ ML-based algorithms 

that evolve as the 
attacks morph

Consistent 
Protections

360-degree, consistent 
protection across all 
environments and 

entry points



Summary
& Call to Action 
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How to Stay 
Protected

These attacks go undetected by 
network-based DDoS protection or 
standard WAF solutions

2

Radware is the only solution that can 
protect your customer against 
emerging cyber aggressions

3

Recent attack campaigns have given 
rise to new web DDoS attacks 1



Action 
Plan
&
Considerations
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What is needed 
to get 
protected

Who can issue a short-term certificate?

DEV-Ops/SEC-Ops or other devision2

Who can change DNS for diversion?

CNAME must be changed3

Who can authorize a diversion to Cloud?

Legal has to be involved
1



Thank You!
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